IMAMSITKA JIJISI POAUTEJIENA
Poaureiib, IOMHH, YTO HECOBEPIIECHHOJIETHIE HAH0O1€e€ MOABEePKEHBI
onacHoOCTsAM ceTu IHTepHeT, a poAUTEeIH HECYT OTBETCTBEHHOCTD 32 CBOMX
nerem
YEM OITACEH UHTEPHET JIJISI JETEMR?

B unTepHEeTe MOXKHO HaWTH MHGOPMAIUIO U WILTIOCTPALIUN MPAKTUYECKH Ha
ar00yto Temy. Heo0xoqumo ob6ecreuuTs 3aluTy JeTel OT KOHTAaKTOB B MHTEPHETE
C HEeKeJIaTeJIbHBIMU JIFOJIbMH, OT 3HAKOMCTBA C MaTEpHaIaMHd HEJJETCKON TEMAaTUKH
WIM TPOCTO OINACHBIMHU I JETCKOW IICHUXUKH, OT BPENOHOCHBIX IPOrpPAMM H
UHTEPHET-ATAaK.

Tak Kak JeTM IO CBOEM HAMBHOCTH, OTKPBITOCTM M HEOIBITHOCTH, HE
CIIOCOOHBI PacO3HaTh ONACHOCTb, a JF0003HATENBHOCTD JIeTeH JenaeT uX KpaiHe
yS3BUMBIMM B MHTEHET-IIPOCTPAHCTBE, 00 WX O€30MaCHOCTH, B MEPBYIO OYEPEb,
JOJIKHBI O€CIIOKOUTHCSA POJIUTENH.

OINACHOCTb B  HMHTEPHET-IPOCTPAHCTBE MOXHO

PA3JEJIUTb HA TPU BU/IA:
1.  JocrynHas ans aeTeil HeratuBHas HHGOpPMAIIHS.
2.  llpotuBompaBHbIE U COIIMAIBHO-OMACHBIC JCUCTBUS CaMOTO
peOeHKa .
3.  lleneHampaBieHHBIC NIEUCTBHUS TPETHUX JIMI] B OTHOIICHHH
pebeHka.

Haunboiiee onacHbie B cepBUCaX HHTEPHET-OOIICHUS:

1. Tlemodunbl, Isi KOTOPHIX JI€TU CTAHOBATCS OOBEKTAMH pPa3BpaTHBIX
JEUCTBUM U NIPECTYILICHUM MTPOTUB MOJIOBOM HENPUKOCHOBEHHOCTH.

2. CeKTaHThI, HaBSI3bIBAIOIIME HETPATUIIMOHHBIC, ACOIUATLHBIC OTHOIICHUS
Y LIIEHHOCTH.

3. Unrtepuer-adbepuctsl  (MOUICHHUKH,  OHJAWH-UTPOKM  ®  TIp.),
MIPUBUBAIONINE JACTSIM CKIOHHOCTh K a3apTHBIM UT'PaM, BBIMAHUBAIOIIUE Y
nere KOH(MUICHIMATbHYI0O HUH(POPMAIMIO O POJUTENSIX W YpPOBHE
MaTepHAIIbHOW OOECIICYEHHOCTH CEMbH, a TaK)KE CTaBAlllde peOeHKa B
MaTepUaIIbHYIO U UHYIO 3aBUCHUMOCTb.

4. KubepOyiiepbl YHIKAIOT U «TpaBAT AeTei». KubepOymnuHr Habupaet
000pOTHI KaK CO CTOPOHBI 3JIOYMBIUICHHUKOB, TaK W CpPEIu
MOJAPOCTKOBBIX COIUATIBHBIX TPYIIIL.

Cpenu neredt mpuoOpenyd MOAY CYHMIUMJ U UTPBI CO CMEPThIO, cendxapm
(camMomoOBpeXACHUE), aHOPEKCHS, DKCTpEeMallbHble Ccel(u, a TakKe pa3IUYHbIe
paguKalIbHbIE JBHKEHUS: MPOTHUB POJUTENECH W CEMbH, IIKOJI M IEJaroroB H
npouee.



bosiee MOJIOBUHBI NETEN CTANKUBAETCA C WHTEPHET-YIPO3aMH, HE
CTaBsl B U3BECTHOCTh POJUTENIEH, B psJie CIy4yaeB, 00sICh UX, B pAJIE CIy4aes,
HE JOBEPSs.

Kax npaBuiio, poautenu He YAEISIOT OOJBIIOT0 3HAYCHUS] UHTEPHET-
0€30MacHOCTH U UHTEPHET-BOCITUTAHUIO JIETEH.

B uHTEpakTUBHOM MUpPE AETH MOTYT OBITh TaK K€ 0€33allUTHbI, KaK U
B peanbHOM. [10o3TOMY BaXHO cAenaTh BCE BO3MOKHOE, UTOOBI 3alIUTUTD UX.

PEKOMEH/JAIINNA:

1. Pacnionoxuth pebeHKa K JOBEPUTEIBHOMY JUAIOry MO BOIPOCAM
UHTEpHET-0e30macHOCTU. OOBACHUTH, uTO MHTEpHET SIBNISAETCS HE TOJBKO
HAJC)KHBIM HCTOYHMKOM HH(OpPMAIMH, HO U OMACHBIM COOECeTHHUKOM a
JOBEPSTH CIEIYET POAUTEISIM, NIEJaroraM H JIydlluM JpY3bsiM.

2. YCTaHOBUTH C pPEOEHKOM «IpaBUiia» PabOThl C KOMIBIOTEPOM U
rajpkeTaMH, BpPEMEHHBIE OIPAaHUYEHUS, OIPENEIUTh PECypChl, KOTOpHIE
MO’KHO U HYKHO nocemiatb. OObsICHUTB, uTO MIHTEpHET, B EpBYIO OUYepep,
SBJISIETCSL CPEJCTBOM PAa3BUTHUS U OOYYEHHMsSI, U TOJBKO BTOPOCTEIIEHHO —
pasBiedeHuid u oOmeHus. JKenareabHO TOrOBOPUTHCS, YTO HOBBIE UIPHI U
IporpamMmsbl OyIyT YCTaHABIMBATHCS COBMECTHO C POAUTEIISIMH.

3. BBectm  orpaHM4YeHHMsT 1O  MCIOJB30BAHUIO  TaHKETOB.
JIoIIKONbHUKAM, a TaKXke YYEHHMKaM MIIAJIIUX KJIAcCOB MOOWJIbHBIN
HHTEpHET HE HY)KEH B IOBCEIHEBHOW KU3HU.

4. 3anpeTuTh OOIICHHNE ¢ HE3HAKOMBIMHU JIFOABMHU. ITa Mepa JOJDKHA
BOCIPUHUMATHCS TaK K€, Kak U 3arpeT OOIeHUs C HE3HAKOMBIMU Ha yiuiie!

5. IlpuBute kynpTypy noBeneHuss B IT-mpocTpaHCTBE, MOCTOSHHO
OCYILIECTBJISIS UHTEPHET-BOCIIUTaHUE PEOCHKA.

6. Hapnmexammm o00pa3oM HACTPOUTh KOMIIBIOTEPHYIO TEXHHUKY
pedenka. lcrnonb30BaTh KOHTEHT-(UIBTPHI, 3aTPYIHSIOIIME IOCEIICHHUE
ONPENIECIICHHBIX BUIOB PECYPCOB HA YPOBHE OIEpaToOpa CBSI3M U HA YPOBHE
orepanuoHHoi cucteMbl. KoHTeHT-QunbTpanus He Bcerna dpQexTuBHa, B
YaCTHOCTH, U3-3a TOTO, YTO HE KO BCEM CaliTaM 3aKphIT JOCTYII, & COLICETH,
OHJIAIH-UTPBI, IEPENICKA 1 UHAs aKTUBHOCTh pe0CHKa OCTal0TCS B CTOpOHeE!

7. KoHTpomupoBaTh ACATENBHOCTh pPEOCHKA C KOMIBIOTEPOM W
rajpkeTaMy, B YaCTHOCTH, MPU MOMOIIU CPEJICTB POJAUTEIHCKOTO KOHTPOJIA.
[Ipu sTOM, peOeHKy HYKXHO OOBACHHTH, YTO BBl 3TO nemaere 1js TOroO,
4YTOOBI MPEAOTBPATUTH OMACHOCTb, M UYTO HA 3TO HMMEETE IOJHOE MpPaBo.
3HaiiTe, 4TO JE€TH CHOCOOHBI YJIAISTh MCTOPUIO MEPENUCKU U TOCEUICHUS
CaliTOB, CYIIECTBYET MHOYECTBO CPEIACTB POAUTEIBCKOTO KOHTPOJI,



KOTOpbIE€ HEOOXOJMMO HCIOJB30BaTh S TOrO, YTOOBI 00E€30MacUTh CBOETO
pebeHka.

HECKOJIBKO COBETOB IO OBECIIEYEHUIO HUHTEPHET-
BE3OITACHOCTMU:

. Pacckaxnre cBOMM JETAM O IMOTEHUHAIBHBIX yIrpo3ax, ¢ KOTOPBIMH
OHM MOTYT CTOJIKHYTbCSI B UHTEPHETE.

. Ecnu BO3MOXKHO, IOCTaBbTE KOMIBIOTEP B 00ILIEN KOMHATE.

. [TocTapaiiTech NPOBOANUTH BPEMS 3a KOMITBIOTEPOM BCEU CEMBEN.

. [Tonpocure nereil paccka3piBaTb 000 BCEM, YTO BBI3BIBAET y HHX

HEIMPUSATHBIC YyBCTBA WU AUCKOMGOPT MPH MOCEIIEHUU HHTEPHETA.

. OrpaHuybTe MaTepHalibl, IOCTYIHbIE ACTSIM Yepe3 KOMIBIOTEP.

Bam momoryT caenaTh 3TO aHTUBHPYCHBIE TPOTPAMMbI U CaMU Opay3ephl.

Tak manpumep, Internet Explorer Bximrouaer kommonent Content Advisor, a
Kaspersky Internet Security koMmoHeHT «PoIUTEIbCKII KOHTPOJIbY.

OOBsicHUTE JAETSAM, UYTO UM pa3pelieHo, a 4YTO 3alpelieHo JeliaTh B
UHTEpHETE:

e PeructpupoBarbcsi B COLUANBHBIX CETAX U HA IPYTUX cailTax.

e CoBepiaTh MOKYIKA B UHTEPHETE.

e (CxaumBaTh MY3bIKY, UTPBI B IPYTO KOHTCHT B HHTEPHETE.

e lcnonbp30BaTh MporpaMMbl MTHOBEHHOT'O 0OMEHa COOOIIICHUSIMHU.
e [locemars yaThl.

Ecnu nmersm paspenieHo MCMOab30BaTh MPOrpaMMbl MTHOBEHHOTO OOMeEHa
COOOIIEHUSIMU HWJIM TIOCEIIaTh WHTEPHET-YaThl, PACCKAXKUTE UM OO0 OMACHOCTAX
OOIIEHUST WM OTIPABKU COOOIIEHUH JIFOASIM, KOTOPBIX OHM HE 3HAIOT U KOTOPBIM
HE JIOBEPSIOT.

. YcraHoBUTE HAJAEKHYIO AHTUBHUPYCHYIO MPOTPpaMMy, CIOCOOHYIO
3alIATUTh KOMIIBIOTEP OT BPEAOHOCHBIX MPOTPAMM M XaKEPCKUX aTak. MHOTrHe
NPOAYKTHl i oOecrieueHHus O€30MacHOCTH B HMHTEPHETE COYETaloT B cele
BO3MOYKHOCTH aHTUBHUPYCHOM 3aIllUTHl U PaCIIMPEHHbIE (DYHKIIMH POIUTEIIHCKOTO
KOHTPOJIS, KOTOPhIE MMOMOTAIOT 3aI[UTUTh JIETEH, KOTJja T€ HaXOSITCSl B UHTEPHETE.

KonTponb mnepenuckd dyepe3 cColUadbHBIE CETH C TMOMOINIbI0 (YHKIIHH
«POoIUTENBCKUI KOHTPOJIb» MO3BOJISET:

CdopmupoBaTh CNHUCKHM KOHTAKTOB, IMEPENMUCKAa C KOTOPBIMU OyjeT
paspelieHa win 3arperieHa.

3amaTth KIIOYEBBIE CJIOBAa, HAIWYME KOTOPBIX OYIET MNpOBEpSATHCS B
COOOIIEHUSIX.

VYkazars 1nunyro nHGOpMallnio, epechlika KOTOpon OyAeT 3arpelieHa.

Ecnim mepemmcka ¢ KOHTakTOM 3amlperieHa, TO BCE COOOIICHWS,
aJIpECOBAaHHBIE TOMY KOHTAKTy WJIM MOJyYEHHBIE OT HEro, OyayT OJOKHPOBATHCS.



Nudopmanus o 3a0J0KHMPOBAHHBIX COOOIICHMSX, a TaKXKe O HAIUYUHU
KJIFOUEBBIX CJIOB B COOOIIEHUSIX BBIBOJUTCS B OTYeT. [ KaxKaoil ydeTHOU
3alMCH  TIOJIb30BaTeNisl KOMIIBIOTEpAa MOXHO IMOCMOTPETh  KPaTKYIO
CTaTUCTUKY NEPENUCKU Yepe3 COIMaIbHbIE CETH, a TAKKE MOJAPOOHBINA OTUET
O COOBITHSIX.

OBPATUTE BHUMAHUE HA TINIOAO3PUTEJIbHBIE XEIII-
TEI'UA:

#153  #157 #158 #d28 #mopekuTtoB HTUXMHUIOM H#XOUYyBUTPY
H#MIICUHBIAITY Th #XOUYBUTPY #xo4y B _WIPYy HAKTYUHCTPYKIIHUIO
H#MJIICUHBIAITY Th

ECJIM HA KOMIIOTEPE U MOBUJIBHOM YCTPOWCTBE
BAIIIETO PEBEHKA HE YCTAHOBJEH POJIUTEJbCKHI
KOHTPOJIb, HA UTO CTOUT OBPATUTH BHUMAHUE:

1. IlogpocTOK HE BBICHINAETCS, NAXKE E€CIH PAHO JIOKUTCSA CIAaTh -
NPOCIEAUTE, CIIUT JIU OH B PAHHUE YTPEHHUE YaChI.

2. Pucyer kutoB, 6a604eK, €TUHOPOTOB.

3. Cocrout B rpynmnax, cojep aliux B Ha3BaHUM cienayromee: « Kutel
IIBIBYT BBepx», «Pa30oymu meus B 4.20», «f57», «f58», «Tuxuitmom»,
«Punay, «Hsamoka», «Mope kutoB», «50 IHEH A0 MOETO...», «IOMKHUTOBY,
«MIICUHBIATTYTHY, «1503B&311», «ff33», «d28», «xouyBUTPYX.

4. 3axkpsn B KoHTakTe poctyn K mNOAPOOHOW HHPOpMALMH, B
nepenucke ¢ Apy3bsIMHU (Ha JUYHOM CTEHE) ecTh (ppa3bl "pa3dydau MeHs B
4.20", "a B urpe". I coBceM yxX CTpalIHO, €CIM Ha CTEHE NOSBISIOTCS
udpsel, HaunHas oT 50 1 MEeHbIIIE.

5. IlepenuceiBaeTcs B Baitdepe (1 JIp. MECCEHKEpaxX) ¢ HE3HAKOMBIMHU
JIIOJIbMU, KOTOPBIE TAI0T CTPAHHBIE PACTIOPSHKCHHUSI.

IMNOMHUTE! CAMOE JOPOI'OE, YTO ECTh B HAIIEMH
KN3HU - OTO HAIIIA JTETH!



